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1. Executive Summary

Identity has become a foundational element of enterprise cybersecurity. As organizations operate
across hybrid infrastructure, SaaS platforms, multi-cloud environments, and automated workloads,
identity security must extend beyond access enablement into continuous governance, risk
management, and enforcement.

SailPoint is a long-established leader in Identity Governance and Administration (IGA). It is widely
adopted to manage identity lifecycle processes, access requests, certifications, and compliance
reporting across large enterprises. For organizations focused on ensuring appropriate access
through structured workflows and audit-driven controls, SailPoint provides a mature and trusted
governance platform.

However, modern identity risk increasingly emerges outside periodic governance cycles. Excessive
entitlements, cloud permissions, non-human identities, and behavioral anomalies can introduce
exposure in real time—often between access reviews or approval processes. In governance-centric
architectures, enforcement is typically indirect, delayed, or dependent on downstream systems.
As identity attack surfaces expand, many organizations encounter a structural challenge:
governance alone does not equate to continuous identity security.

This document examines that architectural distinction.

SailPoint represents a governance-centric identity model, optimized for lifecycle management,
access certification, and compliance oversight. Cross Identity represents identity security as
cybersecurity infrastructure, where governance, access, privilege, cloud entitlements, risk, and
compliance operate as a single, converged control plane.

The comparison in this report is not about replacing identity governance platforms or diminishing
their value. It is about understanding how identity security should operate at enterprise scale:
e SailPointis optimized for structured governance, access approvals, and compliance-driven
oversight.
¢ Cross ldentity is optimized for continuous, real-time identity control and enforcement across
the entire identity estate.

The purpose of this document is to help organizations determine which architectural approach best
aligns with their identity maturity, cloud adoption, operational complexity, and risk posture—
particularly in environments where identity risk must be managed continuously, not just reviewed
periodically.
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2. Introduction: Identity Governance vs ldentity Security

2.1 The Expansion of Identity Beyond Governance Workflows

Enterprise identity environments have expanded far beyond traditional users and applications.
Modern organizations operate across Saa$S platforms, multiple public clouds, APIs, automated
pipelines, and growing populations of non-human identities. Access changes continuously as roles
evolve, workloads scale, and infrastructure shifts.

In this environment, identity must be governed—but governance alone is no longer sufficient. While
access requests, approvals, and certifications provide necessary oversight, identity risk
increasingly accumulates between governance cycles.
Common sources of exposure include:

* Excessive and inherited access

e Standing permissions in cloud platforms

¢ Dormant or orphaned identities

¢ Non-human and workload identities

* Privilege escalation through lateral movement
These conditions often persist undetected until the next review or audit window, creating gaps
between compliance and actual security posture.

2.2 From Periodic Governance to Continuous Enforcement
Governance-centric identity architectures are designed around structured workflows: access
requests, approvals, certifications, and remediation. This model is effective for demonstrating
compliance and ensuring accountability, particularly in regulated environments.
However, as identity environments become more dynamic, organizations face a critical question:
How can governance-driven identity programs enforce security continuously, not just periodically?
In many architectures:

* Governance decisions are evaluated on schedules

¢ Enforcement depends on downstream systems

* Cloud entitlements change faster than review cycles

* |dentity risk detection is largely observational

As a result, identity security becomes reactive rather than preventive.

This report explores that inflection point by comparing SailPoint’s governance-centric model with
Cross Identity’s infrastructure-based approach—examining how each performs as identity security
requirements shift from periodic oversight to continuous, real-time enforcement across hybrid,
cloud, and workload-driven environments.
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3. Understanding SailPoint

3.1 SailPoint’s Role in Enterprise Identity Programs
SailPoint is a long-established and widely adopted platform specializing in Identity
Governance and Administration (IGA). Itis commonly used by large enterprises to manage
identity lifecycle processes, access requests, certifications, and compliance reporting
across complex environments.
At its core, SailPoint provides:

¢ |dentity lifecycle management (joiner, mover, leaver)

* Access request and approval workflows

¢ Periodic access certifications and reviews

¢ Role and entitlement modeling

e Compliance reporting and audit support
SailPoint’s architecture reflects its primary mission: enabling organizations to demonstrate
that access is appropriate, approved, and reviewed according to policy. For enterprises
operating in regulated industries or under strict audit requirements, this governance-
centric approach provides necessary structure and accountability.

3.2 The Governance-Centric Identity Model
SailPoint’s model is fundamentally governance-first. Identity decisions are evaluated
through defined workflows, approval chains, and certification campaigns. Enforcement
typically occurs downstream, after governance processes have completed.
In this model:

¢ Access is granted or removed based on approvals and reviews

¢ Certifications validate access at scheduled intervals

¢ Policy violations are surfaced for remediation

e Security posture is assessed retrospectively
While this approach is effective for compliance and auditability, it also defines the
operational boundary of the platform. Real-time enforcement, continuous risk evaluation,
and immediate response to identity anomalies generally rely on external IAM, PAM, or
security platforms.
As aresult:

¢ |dentity governance operates independently of access enforcement

¢ Cloud entitlements may change faster than review cycles

* Non-human identities are often governed inconsistently

¢ |dentity risk is identified after exposure has already occurred
These characteristics do not reflect a weakness in SailPoint’s governance capabilities.
Rather, they reflect the reality that SailPoint was designed to govern identity, not to operate
as a continuous identity security control plane.

As identity security requirements expand beyond compliance into real-time enforcement
and risk reduction, understanding the scope and limits of governance-centric architectures
becomes essential. The next section examines those limits in more detail.
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4. The Limits of Governance-Centric Identity Architectures

4.1 Governance Is Not Continuous Security
Identity governance platforms are designed to provide structure, accountability, and auditability
through defined workflows and review cycles. Access requests, approvals, and certifications help
ensure that access aligns with policy at specific points in time.
However, modern identity environments change continuously. Cloud entitlements are created and
modified dynamically, non-human identities scale automatically, and access accumulates
between review cycles. In this context, governance decisions often lag behind actual exposure.
As aresult:

* Risk accumulates between certification periods

* Excessive orinherited access persists until reviewed

¢ Cloud permissions drift outside governance visibility

¢ |dentity posture reflects historical approval, not real-time state
This gap is architectural rather than procedural. Governance platforms are optimized to answer
“Was access approved?” rather than “Is access safe right now?”

4.2 Enforcement Gaps and Operational Overhead
In governance-centric architectures, enforcement is typically indirect. Governance platforms
identify policy violations or inappropriate access, but remediation depends on downstream
systems and operational follow-up.
In practice:

¢ Governance insights are exported to IAM or access platforms

* Remediation actions are queued or manually executed

* Risk signals do not automatically result in enforcement

* |dentity incidents span multiple tools and teams
As environments scale, this model introduces operational friction. Security and IAM teams must
coordinate across governance, access management, cloud platforms, and security tools to close

gaps.

Most critically, detection and enforcement are decoupled. Identity risk may be identified during a
certification or audit, but enforcement occurs later—after exposure has already existed.

These challenges do not reflect shortcomings in SailPoint’s governance capabilities. They reflect
the limitations of architectures designed for periodic oversight rather than continuous identity
security.

As identity threats accelerate and environments become more dynamic, many organizations reach
an inflection point where governance alone is no longer sufficient. The next section introduces
Cross Identity’s approach to addressing these challenges by treating identity security as
cybersecurity infrastructure.
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5. Cross ldentity: Cybersecurity-as-an-Infrastructure

Cross Identity was designed as cybersecurity infrastructure, making identity the central control plane for
continuous enforcement across the enterprise.

Recognized by leading analysts such as KuppingerCole as a Leader in IGA, IAG, and CIEM, Cross
Identity delivers unified governance, access, and risk control across hybrid and cloud
environments.

Infrastructure by Design
Cybersecurity infrastructure must operate deterministically at scale. In Cross Identity, identity security
controls are not coordinated through workflows, campaigns, or downstream remediation. They are
embedded natively within a single, converged architecture governed by a shared data model and unified
policy framework.
This design enables:

« |dentity governance and access enforcement to operate as one system

+ Governance decisions to immediately affect access and privilege

e Cloud infrastructure entitlements to be governed continuously

« Human and non-human identities to be treated consistently

» Risk signals to trigger direct enforcement
There is no dependency on scheduled reviews or manual remediation to translate governance insight
into security action.

A Unified Identity Security Control Plane
At the core of Cross ldentity is a single control plane that governs how identities interact with
applications, infrastructure, and data. Preventive controls, real-time detection, and enforcement all
operate through the same engine.
This enables a continuous security loop:

* lIdentity posture is assessed proactively

* Governance and entitlement risk are evaluated in real time

+ Enforcement decisions are executed immediately

e Posture is recalculated continuously
Identity governance no longer functions as retrospective oversight—it becomes active security
enforcement.

Built for Dynamic Enterprise Environments

Cross Identity was built for modern enterprise realities: SaaS-first environments, multi-cloud
infrastructure, automated workloads, and rapidly growing populations of hon-human identities.

By treating identity security as infrastructure rather than as governance workflows, Cross ldentity
enables organizations to move beyond periodic access reviews toward operating a stable, scalable
identity security control plane that adapts as the enterprise evolves.

The next section compares these two architectural approaches directly, examining how governance-
centric identity platforms and identity security infrastructure differ in design, enforcement, and
operational impact.
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Governance-Centric Identity Platforms vs Identity Security Infrastructure
The core difference between SailPoint and Cross ldentity is architectural. While both operate
within enterprise identity programs, they are designed to solve different layers of the identity

problem.

SailPoint is architected as a governance-centric identity platform, optimized for lifecycle
management, access approvals, certifications, and compliance reporting. Cross ldentity is
architected as identity security infrastructure, where identity itself functions as a unified

cybersecurity control plane.

These architectural differences become more pronounced as organizational scale and

complexity increase.

Architecture Comparison — Large Enterprise

Dimension

Platform Model

Design Focus

Core Engines

Policy Architecture

Governance ©
Enforcement

Access Control

Privileged Access

Cloud Entitlements (CIEM)

Non-Human Identities

Risk Detection & Response

Audit & Compliance

Operational Model

SailPoint (Governance-
Centric Identity)

Identity governance
platform with integrations

Policy-driven governance
and audit readiness

Separate governance,
workflow, and connector

Policies evaluated during
workflows and campaigns

Indirect via downstream
systems

Governed indirectly
through IAM platforms

Managed outside the
platform

Governed through periodic
reviews

Partially governed, often
inconsistent

Observed during reviews

Strong reporting and
evidence

Long-term governance
operations

Cross Identity (Cybersecurity-
as-an-Infrastructure)

Single, converged identity
security infrastructure

Deterministic security
control across all identities

One unified identity
security engine

Centralized policy brain
with continuous
enforcement

Native, real-time
enforcement

Native access enforcement

Built-in, enterprise-grade
PAM

Native CIEM embedded
into identity control

Governed as first-class
identities

Immediate execution within
the identity layer

Single authoritative audit
trail

Unified identity security
control plane

CROSSIDENTITY



e =

Comparison 2: Mid Enterprise

Dimension

Platform Model

Design Priority

Configuration Model

Policy Management

Governance Coverage

Cloud & SaaS Coverage

Risk Handling

Deployment Timeline

Operational Skillset

Security Operations

What This Means in Practice

For large enterprises, governance-centric platforms provide necessary structure and compliance visibility but

SailPoint (Governance-
Centric Identity)

IGA platform layered onto
IAM

Structured approvals and
compliance

Multiple workflows and
connectors

Defined per workflow and
campaign

Strong for users, limited for
cloud/NHI

Requires customization and
tuning

Identified during scheduled
reviews

Months with configuration
and tuning

IGA specialists and
administrators

Governance dashboards
and reports

Cross Identity
(Cybersecurity-as-an-
Infrastructure)

All-in-one identity security
foundation

Outcome-driven identity
security

One engine, one
configuration model

Single policy layer across all
identities

Built-in and enforced
everywhere

Native coverage from day
one

Continuous evaluation and
enforcement

Weeks with minimal
services

Lean security teams

Single-pane identity
security operations

require additional systems to enforce security continuously across cloud and non-human identities.
For mid enterprises, governance platforms often introduce complexity earlier than expected, as identity

environments evolve faster than review cycles can adapt.

By contrast, an identity infrastructure model delivers continuous enforcement, faster deployment, and lower

operational friction at both scales by operating identity as a unified cybersecurity control plane.
The next section examines how these architectural differences translate into capability delivery across
governance, access, cloud entitlements, and identity risk.
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While architecture defines how identity security operates, organizations also need to
understand how core capabilities are delivered in practice. This comparison focuses on depth,

convergence, and enforcement, rather than feature checklists.

Capability Comparison — Large Enterprise

Capability Comparison — Large Enterprise

Capability Area

Access Management

Authentication

Identity Lifecycle
Management

Identity Governance (IGA /
IAG)

Privileged Access
Management (PAM)

Cloud Infrastructure
Entitlements (CIEM)

Identity Risk & Threat
Detection

Identity Security Posture
(ISPM)

Non-Human & Workload
Identities

Audit & Compliance

Operational Model

SailPoint

Governed indirectly through
IAM platforms

Not a core capability; relies on
external IAM

Core strength through
lifecycle workflows

Core strength with mature
certifications and compliance

Requires external PAM
platforms

Governed through connectors
and periodic reviews

Not native; relies on external
analytics and escalation

Assessed through campaigns
and reporting

Supported via governance
modeling, often inconsistent

Strong reporting and audit
evidence

Governance operations plus
downstream coordination

Cross Identity

Unified access governed by
identity, policy, and risk

Native authentication
embedded into the security
control plane

Native lifecycle governance
enforced infrastructure-wide

Built-in governance with
atomic enforcement

Native, integrated PAM

Embedded CIEM tied directly
to access and governance
decisions

Native detection and
enforcement within the
identity layer

Continuous posture
management across the
estate

Governed as first-class
identities

Single authoritative audit trail
with continuous enforcement

Single converged security
system
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Capability Comparison — Mid Enterprise

Capability Area

Identity Governance

Time to Value

Cloud Entitlements

Risk Detection & Response

Non-Human Identities

Policy Management

Operational Overhead

Security Operations

Compliance Readiness

Scalability

Key Observation

SailPoint

Strong governance workflows
and certifications

Slower due to workflow design
and connector tuning

Reviews and remediation are
periodic

Alerts/reporting require follow-
up

Often treated as exceptions

Workflow- and campaign-driven

High governance administration
load

Reports and certifications drive
action

Strong audit support

Scales with more configuration
and admin effort

Cross ldentity

Included by default, enforced
continuously

Weeks with minimal services

Always-on visibility and
enforcement

Automated enforcement through
identity policies

Managed natively alongside
human identities

One policy layer across the full
identity estate

Lean security teams manage one
system

Single-pane security operations

Compliance enforced
continuously through identity
controls

Scales as infrastructure, not as
campaigns

SailPoint delivers a mature, governance-first identity platform well suited for organizations prioritizing

lifecycle control, certifications, and compliance reporting. Cross Identity delivers a converged identity
security infrastructure where governance, access, cloud entitlements, privilege, and risk operate as a

single system.

As identity security requirements expand beyond periodic oversight into continuous enforcement—
particularly across cloud entitlements and non-human identities—capability convergence becomes a
critical differentiator.

The next section focuses on identity risk, governance, and intelligence, where the operational impact

of these differences is most visible.
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8. Identity Risk, Governance & Intelligence

As identity becomes the primary attack surface, the ability to understand and control
identity risk in real time becomes a defining cybersecurity capability. The contrast between
governance-centric identity platforms and identity security infrastructure is most visible in
how identity risk is identified and acted upon.

Identity Risk in Governance-Centric Architectures

In governance-centric models, identity risk is primarily evaluated through structured
reviews, certifications, and policy violations. Access is assessed at defined intervals, and
risks are surfaced for remediation based on approval outcomes and audit findings.

In this model:

¢ Riskisidentified during scheduled campaigns

e Correlation occurs through governance reports

e Enforcement depends on downstream remediation

¢ |dentity posture reflects historical approval states
While this approach supports compliance and accountability, it introduces delays between
exposure and response. Identity risk may exist for weeks or months before being identified,
particularly in dynamic cloud and workload environments.

Native Risk Execution in Identity Infrastructure
Cross ldentity embeds identity risk intelligence directly into its identity security
infrastructure. Risk is not treated as a reporting outcome, but as an execution signal within
the same system that governs identity lifecycle, access, privilege, and entitlements.
This enables:

e Continuous assessment of identity posture across all identities

¢ Real-time correlation of entitlement, behavior, and privilege signals

* Immediate enforcement within the identity layer

¢ Continuous recalculation of posture following action
Risk intelligence functions as an enforcement layer, not as an audit artifact.

From Periodic Oversight to Continuous Control
By converging governance, access, and enforcement, Cross ldentity enables a continuous
security loop:

* |dentity posture is evaluated proactively

e Governance and entitlement risk are assessed in real time

e Enforcement actions are executed immediately

¢ Exposureis reduced before escalation
This eliminates the enforcement gap inherent in architectures where governance and
security operate on different timelines.

12-
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Security and Operational Impact
Embedding identity risk intelligence directly into identity infrastructure enables
organizations to:

* Reduce exposure from excessive and unused access

e Detect and stop lateral movement earlier

¢ Eliminate manual remediation workflows

* Apply consistent risk controls across hybrid and multi-cloud environments
As identity environments become more dynamic and non-human identities proliferate, the
ability to enforce identity risk continuously—rather than review it periodically—becomes
essential.
The next section examines how these models perform across multi-cloud, SaaS, and non-
human identity environments, where governance-centric approaches are most challenged.

13-
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9. Multi-Cloud, SaaS & Non-Human Identities

Enterprise identity environments are increasingly defined by SaaS adoption, multi-cloud
infrastructure, APls, and automated workloads. Human users are now only one part of the identity
landscape. Service accounts, bots, pipelines, and machine identities often outnumber employees
and change far more rapidly.

In this environment, identity security must operate consistently across cloud platforms, SaaS
applications, and non-human identities, regardless of how frequently access and entitlements
change.
Governance-Centric Identity in Dynamic Environments
SailPoint’s governance-centric architecture is effective at managing structured identity lifecycle
events and access certifications, particularly for human users and core enterprise applications. Its
strength lies in providing visibility and accountability through defined review processes.
However, in multi-cloud and SaaS-heavy environments, governance-centric models face practical
challenges:

¢ Cloud entitlements change faster than certification cycles

e SaaS permissions are often highly granular and dynamic

* Non-human identities are difficult to model within approval workflows

¢ Governance visibility lags behind real-time exposure
As a result, organizations must rely on periodic reviews and post-hoc remediation to manage risk in
environments that evolve continuously.

Identity Infrastructure Across Cloud and Workloads
Cross Identity was designed to operate as cloud-agnostic identity security infrastructure, enforcing
identity controls consistently across SaaS platforms, cloud providers, APls, and automated
workloads.
With Cross Identity, organizations can:

¢ Govern access and entitlements across multiple cloud providers in real time

¢ Apply uniform policies to SaaS, infrastructure, and APIs

¢ Treat non-human and workload identities as first-class entities

* Maintain continuous visibility into identity posture and risk
Because governance and enforcement occur natively within the same system, security outcomes
remain consistent regardless of how frequently environments change.

Why Continuous Control Matters

In cloud and SaaS environments, attackers exploit entitlement sprawl, misconfigurations, and
unmanaged non-human identities to move laterally and escalate access without triggering traditional
governance controls.

When identity security operates as infrastructure rather than periodic oversight, organizations reduce
these gaps and establish a stable control plane that adapts automatically as environments evolve.
The next section examines when SailPoint is enough, and where governance-centric identity remains
an appropriate and effective choice.

-14-
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10. When SailPoint Is Enough — and When It’s Not

SailPoint is a mature and widely trusted identity governance platform, particularly well suited for
organizations where structured access governance and compliance oversight are the primary
identity objectives. Not every environment requires identity security to operate as a fully
converged cybersecurity infrastructure.

Recognizing when a governance-centric approach is sufficient is an important part of making an
informed architectural decision.
Scenarios Where SailPoint Fits Well
SailPoint is often the right choice when:

¢ Regulatory compliance and audit readiness are top priorities

¢ |dentity programs are driven by access requests, approvals, and certifications

¢ The majority of identities are human users with relatively stable access patterns

¢ Cloud adoption is limited or changes occur slowly

* Non-human identities are few or managed separately

¢ Enforcement can rely on downstream IAM and operational processes

¢ |dentity teams are staffed to manage governance workflows and campaigns
In these scenarios, SailPoint delivers strong governance controls, clear accountability, and
defensible audit evidence.

Why This Matters

Acknowledging when SailPoint is sufficient establishes an important baseline. The goalis not to
replace identity governance platforms indiscriminately, but to understand where governance-
centric architectures begin to show strain as identity environments become more dynamic.

For organizations with predictable access patterns and compliance-driven identity programs,
SailPoint can deliver effective and appropriate outcomes.

Where the Model Begins to Strain
As identity environments evolve, certain challenges emerge that are architectural rather than
operational:
* Accessrisk accumulates between certification cycles
Cloud and SaaS entitlements change faster than reviews can keep up
Non-human identities do not fit cleanly into governance workflows

Identity risk is identified after exposure has already occurred

* Remediation depends on manual or downstream enforcement
These challenges do not reflect deficiencies in SailPoint’s governance capabilities. They reflect
the realities of operating identity security through periodic oversight rather than continuous
enforcement.
Understanding this inflection point helps organizations determine when identity security must
evolve from governance workflows into operating identity as cybersecurity infrastructure.

The next section explains why organizations choose Cross Identity when they reach that point.

-15-
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11. Why Organizations Choose Cross ldentity

Organizations choose Cross ldentity when identity security must operate as a continuous,
enterprise-wide cybersecurity control, rather than as a system of periodic reviews, approvals, and
downstream remediation.

This shift typically occurs as SaaS adoption accelerates, cloud environments become more
dynamic, and non-human identities grow beyond what governance-centric architectures were
designed to manage effectively.

From Governance Workflows to Unified Identity Control

Cross Identity is adopted by organizations that require governance, access, privilege, cloud
entitlements, risk, and compliance to function as one system, not as loosely connected workflows
and integrations.

By converging these capabilities into a single architecture, Cross Identity removes the dependency
on certification cycles, manual remediation, and downstream enforcement to achieve security
outcomes.

This architectural coherence enables identity security to remain effective as environments scale
and change continuously.

Continuous Risk Enforcement

A primary driver for choosing Cross ldentity is the ability to evaluate and enforce identity risk in real
time. Preventive posture management, entitlement analysis, and behavioral signals operate within
the same decision framework that governs access and identity lifecycle.

This allows organizations to move from compliance-driven oversight to policy-driven execution,
reducing exposure time and limiting the blast radius of identity compromise.

Consistency Across SaaS, Cloud, and Non-Human Identities

As enterprises expand across Saa$S platforms, multiple cloud providers, and automated workloads,
identity security must remain consistent everywhere identity exists.

Cross Identity provides a cloud-agnostic identity security control plane that enforces the same
policies across human and non-human identities alike—eliminating the gaps that periodic
governance models struggle to close.

-16-
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Operational Sustainability
Organizations also choose Cross ldentity to simplify long-term identity operations. Treating
identity security as infrastructure enables lean teams to operate complex environments
without proportional increases in administrative overhead.
Over time, this results in:

* Faster deployments

* Reduced operational risk

¢ |ower total cost of ownership

¢ Greater resilience as identity environments evolves

Strategic Outcome

Cross Identity is not selected to replace identity governance platforms universally. It is
adopted when organizations require identity security to function as foundational cybersecurity
infrastructure—capable of scaling with enterprise complexity, adapting to evolving threats,
and enforcing control continuously across the entire identity estate.

The final section concludes the comparison by summarizing how architectural alignment
determines long-term identity security outcomes.

17-
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12. Conclusion

Identity has become a central pillar of enterprise cybersecurity. As organizations operate across
increasingly complex and distributed environments, the effectiveness of identity security is
determined less by individual components and more by architectural coherence.

Ping Identity delivers a powerful, standards-driven IAM stack that provides flexibility,
customization, and control for enterprises with complex requirements. For many organizations,
this modular approach remains effective and appropriate.

However, as identity security requirements expand into continuous governance, privileged access
enforcement, cloud entitlement control, and real-time risk response, the limitations of modular
IAM architectures become more apparent. Coordinating components introduces delay,
complexity, and enforcement gaps that attackers can exploit.

Cross ldentity represents a different architectural model. By treating identity security as
cybersecurity infrastructure, it enables governance, privilege, risk, and compliance to operate as a
single, converged control plane.

The choice between a modular IAM stack and cybersecurity infrastructure is not a question of
replacement, but of alignment. Organizations must evaluate their identity maturity, operational
complexity, and risk tolerance to determine which model best supports their security objectives.

As identity continues to define the enterprise security perimeter, architecture—not integration—
will determine long-term resilience and control.

-18-
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