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1. Executive Overview

The Indian stockbroking industry is undergoing a fundamental shift in how digital
trust, access, and security are governed. With the Securities and Exchange Board
of India (SEBI) significantly strengthening the Cybersecurity & Cyber Resilience
Framework (CSCRF) during 2024-25, Identity and Access Management (IAM) has
moved from being a supporting IT control to a core regulatory requirement.

Stockbrokers today operate in a high-risk environment where large volumes of
client funds, sensitive personal data, and real-time trading systems coexist.
Threats such as account takeovers, insider misuse, unauthorized fund payouts,
and privileged access abuse pose not only financial risk but also severe regulatory
and reputational consequences. In this context, IAM forms the first and most
critical line of defense.

SEBI’'s CSCRF explicitly places identity, authentication, access control, and
privileged access under the PR.AA (Protect - Identity Management and Access
Control) control family. Regulators and exchanges now expect brokers to
demonstrate not just policy intent, but verifiable, system-enforced controls—
including multi-factor authentication, segregation of duties, just-in-time privileged
access, and immutable audit trails.

This report presents a practical, India-specific view of IAM for stockbroking firms. It
explains how modern IAM frameworks align with SEBI expectations, how high-risk
brokerage workflows such as fund payouts must be protected, and how audit
readiness can be achieved by design rather than through manual processes.

The report also introduces Cross Identity’s nimbleNOVA platform, a converged
identity security infrastructure built to address the regulatory, operational, and
scale challenges faced by Indian brokers. By unifying access management, identity
governance, privileged access, and risk intelligence under a single platform,
nimbleNOVA enables brokers to remain continuously compliant while reducing
operational friction.

This document is intended for business leaders, CISOs, compliance heads, and
technology teams seeking a clear, regulator-aligned approach to identity security—
one that protects client assets, withstands regulatory scrutiny, and supports the
future growth of digital stockbroking in India.
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2. 1AM in the Indian Stockbroking Ecosystem

In Indian stockbroking, Identity and Access Management (IAM) plays a central role in
securing digital operations while meeting strict regulatory expectations. A brokerage
firm’s ecosystem spans retail trading platforms, dealer terminals, core back-office
systems, third-party integrations, and privileged infrastructure access. Each of these
environments introduces unique identity risks, making IAM the foundational control
layer that governs who can access what, under what conditions, and with what level
of accountability.

Customer-Facing Trading Platforms

For retail and institutional clients, IAM ensures that trading and fund-related actions
are performed only by legitimate account holders. This is critical in preventing
account takeovers, unauthorized trading, and fraudulent fund withdrawals. Strong
authentication mechanisms such as multi-factor authentication, combined with
session controls and device-level trust, significantly reduce the risk of misuse and
enhance customer confidence in digital trading platforms.

Back-Office and Core Brokerage Systems

Core back-office systems manage highly sensitive operations, including client funds,
securities, settlement processes, and master data. In this environment, IAM enforces
granular access control to ensure employees can perform only those actions required
for their role. Two controls are especially critical:

Privileged Access Management (PAM): restricting and closely monitoring
administrative access to servers, databases, and trading infrastructure.

Segregation of Duties (SoD): ensuring that high-risk actions, such as initiating and
approving fund payouts, cannot be completed by a single individual.
These controls directly mitigate insider risk and operational fraud.

Regulatory and Audit Requirements

Stockbrokers in India are subject to regular cybersecurity and system audits by
regulators and exchanges. IAM supports audit readiness by maintaining detailed,
tamper-resistant logs of identity-related events, including logins, access changes,
role assignments, and privileged sessions. This allows brokerages to demonstrate
clear accountability and control enforcement during regulatory inspections.
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API Banking and Third-Party Integrations

Modern brokerages rely on APls to integrate with banks, payment gateways, and wealth-tech
partners. IAM governs these integrations by enabling secure, delegated access and enforcing
strict limits on what third-party applications are permitted to do. This reduces exposure to
excessive permissions and minimizes the risk of misuse through external systems.

Dealer, Franchisee, and Distributed User Management

Many brokerages operate through extensive networks of authorized persons, sub-brokers,
and dealers. IAM enables centralized identity governance while supporting distributed
operations. Role-based access controls ensure that dealers and franchisees can access
only their mapped clients and permitted functions, without exposing the broker’s broader
systems or data.

Summary: IAM’s Business Impact

Across the brokerage ecosystem, IAM delivers measurable value by reducing fraud risk,
strengthening internal accountability, simplifying regulatory audits, and reinforcing
customer trust. In the context of Indian stockbroking, IAM is not merely a security control—it
is a strategic capability that underpins compliance, operational resilience, and sustainable
digital growth.
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3. SEBI CSCRF 2024-25: Regulatory Expectations

The Securities and Exchange Board of India (SEBI) has significantly strengthened
cybersecurity and identity-related requirements for regulated entities through the
Cybersecurity and Cyber Resilience Framework (CSCRF) issued and updated during 2024-
25. For stockbrokers, this framework establishes clear expectations that identity,
authentication, and access controls must be embedded into daily operations rather than
treated as periodic compliance exercises.

Under the CSCRF, SEBI emphasizes a zero-trust approach, where no user—client,
employee, dealer, or administrator is implicitly trusted based on network location or
seniority. Every access request must be authenticated, authorized, and continuously
monitored based on risk. Identity management is therefore positioned as a core protective
control, directly linked to the security of trading systems, client funds, and sensitive data.

A central focus of the framework is the PR.AA control family, which covers identity
management, authentication, access control, segregation of duties, privileged access,
and access reviews. Stockbrokers are expected to demonstrate that these controls are not
only documented in policies, but are technically enforced through systems and supported
by verifiable audit evidence.

SEBI and the exchanges expect brokers to implement strong authentication mechanisms
for both clients and internal users, with a clear preference for multi-factor and biometric-
based authentication where feasible. Access rights must follow the principle of least
privilege and be aligned to defined job roles, ensuring employees and partners can access
only what is necessary to perform their functions.

The framework also places strong emphasis on privileged access governance.
Administrative access to servers, databases, and critical trading infrastructure must be
restricted, time-bound, and fully logged. Standing or shared administrative credentials are
viewed as high-risk and are increasingly scrutinized during system audits.
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Another key regulatory expectation is the prevention of internal misuse and collusion.
SEBI requires brokers to enforce segregation of duties across high-risk processes such as
fund payouts, client master changes, and risk limit modifications. Systems must
programmatically prevent a single identity from executing conflicting actions within the
same workflow.

Finally, CSCRF reinforces the importance of audit readiness and accountability. Brokers
must be able to demonstrate who accessed which system, what action was performed,
when it occurred, and from where. Access logs must be tamper-resistant and retained for
regulatory review, enabling firms to respond confidently to audits and incident
investigations.

In summary, SEBI CSCRF 2024-25 elevates IAM from a supporting security function to a
regulatory cornerstone. For stockbrokers, meeting these expectations requires an IAM
framework that is continuous, automated, and deeply integrated into business workflows
—ensuring compliance by design rather than by exception.

CROSSIDENTITY



[

4. SEBI-Compliant IAM Requirements for Brokerages

To meet the expectations set by SEBI under the Cybersecurity and Cyber Resilience
Framework (CSCRF), stockbrokers must implement Identity and Access Management
(IAM) controls that are comprehensive, enforceable, and auditable. These requirements
span client access, employee and dealer access, privileged users, third-party integrations,
and governance processes. Together, they form the foundation of a secure and regulator-
aligned brokerage environment.

Client Access Controls

For retail and institutional clients, SEBI mandates strong safeguards to prevent account
takeovers and unauthorized trading. Brokers are required to implement multi-factor
authentication for every login session, combining factors such as passwords or PINs with
one-time passwords, authenticator apps, or biometrics. There is a growing regulatory
preference for biometric authentication in mobile trading applications to reduce
dependence on vulnerable SMS-based mechanisms. Additional safeguards such as
session timeouts, secure credential handling, and device-level trust further strengthen
client access security.

Employee and Dealer Access Controls

Internal users, including employees, dealers, and authorized persons, must be governed
through centralized identity management. Access should be provisioned strictly on a
need-to-use basis, aligned to defined job roles and responsibilities. Single sign-on across
internal systems reduces password fatigue while enabling consistent policy enforcement.
Equally important is automated de-provisioning, ensuring that access is revoked
immediately when an employee or dealer changes roles or exits the organization.

Privileged Access Requirements

Privileged users, such as system administrators and database administrators, represent
one of the highest risk categories. SEBI expects brokers to tightly control and monitor
privileged access to critical infrastructure. Administrative privileges should not be
permanent; instead, access must be granted temporarily through approved workflows and
revoked automatically after use. All privileged sessions should be logged and monitored to
provide complete visibility and forensic traceability.
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APl and Third-Party Access Governance

Brokerages increasingly rely on third-party applications and APls for banking, analytics,
and trading-related services. IAM controls must ensure that such integrations are
authenticated using secure protocols and limited to clearly defined scopes. Third-party
access should be restricted to only the data and actions explicitly authorized, reducing
exposure from external dependencies.

Audit and Governance Controls

Beyond access enforcement, SEBI requires brokers to demonstrate ongoing governance of
identities and permissions. This includes maintaining detailed access logs, conducting
periodic reviews of user entitlements, and removing dormant or orphaned accounts.
Access and authentication data must be retained in a tamper-resistant manner, enabling
brokers to produce reliable evidence during regulatory audits.

In essence, SEBI-compliant IAM for brokerages is not a single control or tool, but a
coordinated framework that governs the full identity lifecycle—from onboarding and
authentication to privileged access and audit reporting. Implemented correctly, these
requirements protect client assets, reduce operational risk, and provide regulators with
confidence in the firm’s security posture.

CROSSIDENTITY n



e =

5. Mapping SEBI Controls to IAM Capabilities

The table below illustrates how key SEBI Cybersecurity & Cyber Resilience Framework
(CSCRF) expectations are addressed through Identity and Access Management (IAM)

capabilities in a stockbroking environment.

Risk Area

Account Takeover

Excessive Access

Internal Fraud

Orphan Accounts

Privileged Misuse

Audit Gaps

Typical Brokerage
Risk

Client or employee
accounts
compromised
through phishing or
credential theft

Employees retain
permissions beyond
their job role

Same user initiates
and approves
sensitive
transactions

Former employees
or dealers retain
system access

Permanent admin
access to servers
and databases

Inability to prove
who performed
critical actions

Why This Mapping Matters

SEBI Expectation

Strong
authentication for
all critical access

Least privilege and
role-aligned access

Mandatory
segregation of
duties

Immediate access
revocation on exit
or role change

Restricted and
monitored
privileged access

Complete, tamper-
resistant audit trails

IAM Capability

Multi-Factor
Authentication
(MFA), device and
session controls

Role-Based Access
Control (RBAC)

Maker-Checker
workflows enforced
by system logic

Automated identity
lifecycle
management

Just-in-time
privileged access
with approvals

Centralized logging
and access reviews

Business &
Compliance
Outcome

Prevents
unauthorized
trading and fund
misuse

Reduces insider risk
and data exposure

Prevents collusion
and operational
fraud

Eliminates residual
access and audit
findings

Protects critical
infrastructure and
client data

Enables faster,
cleaner regulatory
audits

This control-to-capability alignment demonstrates that regulatory requirements are not
addressed through policy statements alone, but through system-enforced controls. By

clearly linking risks, regulatory expectations, and IAM capabilities, brokerages can

confidently demonstrate compliance while strengthening operational security.
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6. Privileged Access Management (PAM) in Stockbroking

Privileged access represents the highest level of risk within a stockbroker’s technology
environment. System administrators, database administrators, and infrastructure engineers
have the ability to modify trading systems, client ledgers, and settlement processes. As a
result, SEBI places heightened scrutiny on how privileged identities are managed, monitored,
and governed.

Under the Cybersecurity and Cyber Resilience Framework (CSCRF), brokers are expected to
minimize standing administrative access and ensure that privileged activity is both controlled
and auditable. Permanent or shared administrator credentials are increasingly viewed as
unacceptable due to the elevated risk they pose to client assets and market integrity.

Privileged Access Management (PAM) addresses these risks by enforcing controlled, time-
bound access to critical systems. Instead of granting continuous administrative privileges,
PAM enables a just-in-time access model where elevated rights are provided only when
required, for a defined duration, and after appropriate approval. Once the approved window
expires, access is automatically revoked, eliminating lingering exposure.

Equally important is visibility into privileged activity. Alladministrative sessions must be
logged and monitored to ensure accountability. Session recording, command-level logging,
and identity-based attribution allow brokerages to reconstruct actions taken during
maintenance or incident response, supporting both forensic investigations and regulatory
audits.

PAM also strengthens remote administration security. As IT teams increasingly operate in
hybrid or remote environments, privileged access must be protected through strong
authentication and secure access gateways. This ensures that sensitive infrastructure is not
exposed through unsecured remote connections.

Another key regulatory expectation is privileged access governance. Brokers must periodically
review who holds privileged roles, validate the business need for such access, and remove
unnecessary permissions. PAM platforms support this through automated access reviews
and reporting, helping organizations prevent privilege creep over time.

By implementing a robust PAM framework, stockbrokers can demonstrate clear alignment
with SEBI’s expectations for identity control and risk reduction. More importantly, PAM
ensures that the most powerful identities within the organization are governed with the same
rigor as client-facing systems—protecting market integrity, client trust, and regulatory
standing.
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7. Role-Based Access Control & Segregation of Duties

In a SEBI-regulated stockbroking environment, controlling who can perform which actions is
critical to preventing fraud, operational errors, and regulatory violations. Role-Based Access
Control (RBAC), combined with Segregation of Duties (SoD), forms the foundation of access
governance by ensuring that permissions are aligned to job responsibilities and that no single
individual has excessive control over high-risk processes.

RBAC enables brokerages to define access permissions based on clearly identified roles such as
dealer, risk manager, back-office operations, compliance, and IT administration. Each role is
granted only the minimum set of permissions required to perform its function. This structured
approach reduces the risk of over-privileged access and ensures consistency across teams,
locations, and business units.

Segregation of Duties builds on RBAC by introducing checks and balances into sensitive
workflows. SEBI explicitly expects brokers to prevent situations where a single user can both
initiate and approve the same critical transaction. This is particularly important for processes
involving client funds, risk limits, and master data changes. SoD ensures that these activities are
distributed across multiple independent identities, reducing the risk of internal misuse or
collusion.

Effective implementation of RBAC and SoD requires system-enforced controls, not manual
oversight. Access rules must be embedded into applications and workflows so that violations
are programmatically blocked rather than detected after the fact. For example, a user assigned a
maker role should be technically prevented from performing checker or approval actions within
the same transaction flow.

RBAC and SoD also support operational clarity and auditability. By mapping permissions to
roles, brokerages can easily demonstrate to auditors why a particular user had accessto a
system or function. Periodic access reviews further ensure that role assignments remain
accurate as employees change roles or responsibilities.

Together, RBAC and Segregation of Duties help stockbrokers meet regulatory expectations while
improving internal control and accountability. When implemented correctly, these controls not
only reduce risk but also streamline operations by clearly defining responsibilities and
minimizing ambiguity in access management.
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8. Secure Fund Payouts: Maker-Checker Architecture

Fund payouts are among the most sensitive and high-risk operations within a stockbroking firm.
They involve direct movement of client money and are therefore subject to heightened
regulatory scrutiny. SEBI expects brokers to implement strong, system-enforced controls to
prevent unauthorized payouts, internal fraud, and operational errors. The Maker-Checker model
is central to meeting these expectations.

The Maker-Checker architecture ensures that no single individual can complete a fund payout
end-to-end. In this model, the payout process is divided into distinct stages, each performed by
a different role. The maker is responsible for initiating the payout request after validating
available balances and client instructions, while the checker independently verifies the request
and authorizes its execution. A final release step may be restricted to a senior finance or
authorized signatory role for additional assurance.

Critical to this architecture is technical enforcement. The system must automatically block any
attempt by a maker to approve or release a payout they initiated. Even if a user holds multiple
roles, the application logic must prevent self-approval within the same transaction. This
eliminates reliance on manual controls and significantly reduces the risk of collusion or misuse.

Secure fund payout workflows also require strong identity verification at every stage. Both maker
and checker actions should be protected by multi-factor authentication, and sessions should
be bound to verified devices to prevent hijacking. Payout destinations must be restricted to pre-
validated client bank accounts, ensuring that funds cannot be redirected to unauthorized
accounts.

Comprehensive logging is another essential component. Every action within the payout
workflow—initiation, verification, approval, and release—must generate an immutable audit
trail capturing the user identity, role, timestamp, and authentication status. These logs provide
clear evidence of control enforcement during regulatory audits and incident investigations.

By implementing a robust Maker-Checker architecture, stockbrokers can significantly reduce
the risk associated with fund movements while demonstrating strong compliance with SEBI
expectations. Beyond regulatory alignment, this approach protects client trust and reinforces
the firm’s commitment to safeguarding client assets.
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9. Audit Readiness, Logging & Evidence

Regulatory audits conducted by SEBI and the exchanges require stockbrokers to
demonstrate not only the existence of security controls, but clear evidence that those
controls are consistently enforced. Identity and Access Management plays a central role in
audit readiness by providing a reliable record of who accessed which systems, what actions
were performed, and under what authorization.

Effective audit readiness begins with comprehensive logging of identity-related events. This
includes user logins and logouts, authentication attempts, access grants and revocations,
role changes, and all privileged activities. For high-risk workflows such as fund payouts or
administrative access, logs must clearly capture the sequence of actions and the identities
involved.

Equally important is the integrity of audit data. Logs must be protected against alteration or
deletion to ensure their reliability during regulatory review. Tamper-resistant storage and
controlled access to audit records ensure that evidence remains trustworthy and
defensible. Auditors expect brokers to be able to produce logs in a readable, verifiable
format without manual reconstruction.

IAM also supports audit readiness through structured access reviews. Periodic reviews of
user entitlements help confirm that access remains aligned with job roles and regulatory
expectations. These reviews enable firms to identify excessive permissions, dormant
accounts, or gaps in segregation of duties before they become audit findings.

Beyond compliance, strong logging and audit capabilities improve incident response and
operational accountability. In the event of a security incident or investigation, identity-based
audit trails allow teams to quickly understand what occurred and take corrective action.

By embedding audit readiness into identity workflows, stockbrokers can shift from reactive
audit preparation to continuous compliance. This not only reduces audit stress and manual
effort, but also strengthens confidence among regulators, customers, and internal
stakeholders.
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10. Implementation Approach

Implementing Identity and Access Management (IAM) in a SEBI-regulated stockbroking
environment is most effective when approached as a structured, phased initiative
rather than a one-time deployment. The objective is to strengthen security and
compliance while ensuring minimal disruption to trading operations and user
experience.

Atypical implementation begins by securing internal and high-risk users. This includes
establishing strong authentication for employees and administrators, defining clear
access roles, and removing permanent elevated access to critical systems. Addressing
these areas early helps reduce the most significant sources of operational and
regulatory risk.

The next phase focuses on embedding access controls into business-critical
workflows. Functions involving client funds, sensitive data, and system configuration
should be governed by role-based access and segregation of duties. Automating
onboarding, access changes, and offboarding ensures that controls remain consistent
as teams and responsibilities evolve.

Once internal processes are stabilized, IAM controls can be extended to external users
such as dealers, authorized persons, and franchise networks. This allows brokerages to
maintain centralized oversight while supporting distributed operations and growth.

Finally, stronger authentication and session controls can be rolled out to retail clients in
a phased manner. Gradual adoption helps manage scale, monitor performance, and
preserve a smooth customer experience while meeting regulatory expectations.

Each brokerage operates within a unique operational and regulatory context. Factors
such as firm size, technology stack, user base, and audit maturity influence how IAM
should be implemented and optimized.
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