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Cross Identity’s DPDPA
Compliance Solution

Simplifying Data Protection the Smarter Way ‘




CROSS

IAM CONVERGED

About Us

e First company specializing in Identity and Access
Management (IAM)

. of dedicated experience in IAM

e Largest installation base within India

e International credentials and diverse clientele

e Strong consulting division

e Robust Engineering & Development and Innovation focus



Compliance Without
Complexity

Our DPDP compliance solution transforms
regulatory requirements into business advantages:

 Indian-built for Indian regulations

e Converged approach combining CIAM with
compliance capabilities

e Scalable framework that grows with your
business needs

e Analyst-recognized technology backbone
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DPDP Act:
The Strategic Imperative

India’s Digital Personal Data Protection Act represents the
country's most significant data privacy legislation:

 Enacted: August 2023

e Purpose: Protecting digital personal data while
enabling lawful processing

e Impact: All organizations handling Indian residents’
personal data

e Penalties: Up to 2250 crore for non-compliance



DPDP Act:
The Strategic Imperative
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The Core Framework
()

DPDP operates on fundamental principles
that reshape data handling:

e Consent-Based Processing: The
foundation of all legitimate data
operations

e Purpose Limitation: Clear boundaries for
data collection and usage

e Data Principal Rights: Empowering
individuals with control over their
information
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The Core Framework
(O

DPDP operates on fundamental principles
that reshape data handling:

e Data Fiduciary Obligations: Your
organization's accountability and
responsibility

* Cross-Border Data Restrictions:
Geographic limitations for data
sovereignty
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The Compliance Checklist
D

e Consent Management: Clear, specific, informed consent
collection

e Data Principal Rights: Access, correction, erasure
capabilities

e Grievance Redressal: Timely resolution of user complaints
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The Compliance Checklist
D

e Security Safeguards: Technical measures to protect
personal data

e Breach Notification: Timely reporting of data
compromises

e Children’'s Data Protection: Special safeguards for
minors
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Cross Identity’s DPDP Feature Snapshot
S

® Ability to create & launch consent

collection campaign for all or select users. 2
—
e Administrator Ul to define the purpose, Z
data for consent collection and options to ?
define license agreements. é
Consent —
Management ® (Consumer Ul to see the data for which Available é
System consent is being collected, purpose of T ’é
consent collection. ?
__/
® Consumer can provide the consent or deny —
the same. —————
® Consumer can also revoke the already =
provided consent any time. —
® Administrator Ul to choose the data to be
/N made editable/non-editable by the user.
i
// e (Consumer Ul to see the data held by an
/// / organization.
v 0 Lo | | Available
ﬂ Principal Rights ® Consumer can edit the data if allowed by Now
///éﬂgf///// Management the administrator.
%?/gﬂ//// e Consumer can delete the data if allowed by
) the administrator.
7 4
ﬂﬁ//// e (Consumercanraise aticketif data update or

// removal is not enabled by the administrator.
24



Cross Identity’s DPDP Feature Snapshot

Personal
Data Breach
Notification

Data Retention &
Erasure Policies

Privacy Notice
& Privacy
Management

Role based
access control

Cross border data
transfer controls

Comprehensive dashboard widgets &
reports are availlalb_Le for all the user &
administrator activities. G e

Custom Tasks can be plugged in to Now
integrate with Data Protection Board to
report any information.

- Available 30/06/2025

Policy driven data management workflow to
be made available to handle data retention Available

& erasure scenarios. 30/06/2025

Custom Action triggers will be provided to
handle different business requirements.

Administrator Ul to define purpose of

consent collection & data usage. Available —é

User profile self service to manage profile Now

data.

Roles based Access Control (RBAC) &

Attributes based Access Control (ABAC) Available

are available to authorize users or Now

administrators.

The solution is hosted on Indian Cloud

infrastructure and there is no scenario of Available ROSSIDENTITY
data being transferred beyond Indian Now IAM CONVERGED

borders.



Cross Identity’s DPDP Feature Snapshot

Children’s Data
Protection

Data Protection
Impact Assessment

Record
of Processing
Activities

Integration with
Data Protection
Board

KYC for users is available to determine
underage users.

Ability to delegate authority to parent -
Available 30/06/2025

Access Certification for sensitive data can
be performed on-demand or at scheduled
intervals.

Report of Access Certification can be
submitted to appropriate authorities/
stakeholders.

Detailed audit reports of all data
processing activities are available to the
administrator which can be presented to
stakeholders.

Solution has an in-built notification
module which can be used to publish any
type of notification to all or select users.

Available
Now

Available
Now

Available
Now

Available
Now



Cross Identity’s DPDP Feature Snapshot
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® |n built ticketing system is available to the
users to raise ticket regarding any issue.

Grievance
Redressal ® Users can attach any document/ Available
Mechanism screenshots as part of ticket creation. Now
! e Both administrator or user can post
I updates on a ticket.
i | . .
///’/;f',“ i ® The datais encrypted atrestorin transitvia .
//////,,%g Data Security AES 256 algorithm. Available
///////”/ Measures | | Now
%//7/%’/' Rigorous security checks are performed on
@/%’// the entire product stack on regular intervals.
/?’/ﬂ/// ————
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Why Cross Identity for DPDPA Compliance?
. >

Unlike generic compliance tools, we deliver:
Indian-First Design: Built specifically for DPDPA

Converged Platform: One solution for identity, access,
and compliance

Implementation Speed: Go from exposed to protected in
weeks, not months

Cost Efficiency: Modular approach means you pay only
for what you need

Future-Proof: Regular updates aligned with regulatory
developments




Because compliance shouldn't be a burden on your
business—it should be a strategic asset.

Looking forward to staying
In touch!

From regulatory challenge to

competitive advantage
in less than 90 days.

www.crossidentity.com

e +91 901 926 6824

@ inquiry@crossidentity.com




